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1
Decision/action requested

It is proposed to add the proposed key issue to the TR 33.835.
2
References

N/A
3
Rationale

The proposed key issue details and security threats in Section 4 below are self explanatory.
4
Detailed proposal

***
BEGIN CHANGES
***

5.X
Key Issue #X: Authentication framework
5.X.1
Issue details
The 5GS AKMA framework needs an authentication framework so that only legitimate UEs can use the AKMA services. 
It needs to be studied whether the AKMA authentication framework can leverage the fact that the primary authentication in the 5GS produces a key called the KAUSF at the AUSF in the HPLMN and the UE. The primary authentication meaning the one used to allow 5GS access to that UE. If that KAUSF could be the root key for the AKMA authentication framework, there would be no need for yet another authentication and therefore beneficial for IoT devices both signalling and processing wise. Recall that - in GBA/GAA architecture, the UE authentication (called boostrapping) was separate and additional authentication than the primary/access authentication providing access to the 3GPP system. 
A careful analysis is required on effects of potential security compromise of AKMA authentication on 3GPP primary authentication and vice-versa. 
5.X.2
Security Threats
Without a secure authentication framework, the AKMA services cannot be offered only to only legitimate UEs.
Without a proper security design, compromise on AKMA authentication can jeopardize security on 3GPP side, and vice-versa.

5.X.3
Potential security requirements
The system shall support a secure authentication framework to allow only legitimate UEs to use AKMA services.

The system shall prevent a potential security compromise of AKMA authentication from propagating to the 3GPP primary authentication and NAS/AS security.

Editor's Note: The above requirements are non-exhaustive and could evolve during the study.
***
END OF CHANGES
***
